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Executive Summary

The National Information Technology Apprenticeship System (NITAS) is a 21st century apprenticeship system that reflects the state of the art in apprenticeship. The system was created jointly by the U.S. Department of Labor (DOL) and the Computing Technology Industry Association (CompTIA) to provide American corporations and American workers with the benefits of high productivity and economic value through voluntary participation in a nationally recognized and industry-validated system of apprenticeship.  A major objective of the NITAS program is to ensure that the United States (U.S.) IT workforce possesses the required skills and offers the necessary value to be competitive in a global economy. 

NITAS contains seven apprenticeship programs.  These programs are designed to ensure that the U.S. IT workforce maintains global competitive advantage across the full range of wage-proficiency price points in the labor market.  

Network Infrastructure and Devices is a vital work area for many IT workers. This program guide describes the content, operational principles and benefits of the NITAS “Network Infrastructure and Devices” (NI&D) apprenticeship concentration. The guide also provides an overview of the National Information Technology Apprenticeship System (NITAS). 

IT workers and employer organizations can participate in NITAS by registering at the NITAS website – http://www.nitas.us.  The website provides the complete registration process and a comprehensive on-line tutorial on using the powerful tracking and reporting tools contained within NITAS.

Apprenticeship as a Training Methodology and a Business Performance Improvement Driver

Apprenticeship is a proven training strategy that involves both On-the-job learning (OJL) and Instructor Led Training (ILT) provided by classroom instruction or Computer Based Training (CBT).  The uniqueness of apprenticeship as a training methodology lies in the coordinated and combined use of structured OJL and related ILT.  Individuals master the practical aspects of work by performing work tasks under the guidance of a more experienced or journeyworker coach.  Theoretical aspects of work are mastered during the related ILT.  This arrangement ensures the individual's employability and guarantees competent workers for an employer by providing for the learning of a complete range of relevant skills and knowledge during training.

The synergy resulting from the combination of ILT and highly contextualized OJL delivered through the apprentice-coach interactions and other methods shorten the time required to bring a worker up to predictable productivity.  In the traditional model of IT training, classroom education is followed by on-the-job experience whereby an individual first spends a substantial amount of time in general schooling with little or no hands-on experience prior to employment.  Under the traditional model, the worker’s credentials are based solely upon the fulfillment of the classroom training, which can be very general and non-specific to the work at hand, requiring workers to extrapolate general principles to specific work activities.  Quite often workers find these kinds of extrapolations difficult, which reduce the value and relevancy of their training and make the credential an incomplete indicator of competency. 

The apprenticeship approach overcomes such training deficiencies. Under apprenticeship ILT, highly contextualized OJL, competency validation, certification and performance measurement are combined elements in a worker’s credentialing process. The result is a better-trained worker who becomes fully productive in a shorter time.  This concept is illustrated graphically in Figure 1.
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Figure 1
Apprenticeship is changing the workforce educational paradigm in America.  To be competitive in a 21st century global economy, workers’ credentialing must include demonstrated competency on the job.  Classroom instruction remains an important part of a worker’s training, but performance on the job remains the target measure of competency.

Apprenticeship in IT

Apprenticeship has long been established as an effective methodology for training and developing employees in the “construction trades” such as plumbing, electrical, sheet metal, etc.  Recently the apprenticeship concept has been introduced to the IT industry.  Through two consecutive grants from the DOL, CompTIA performed the research and development necessary to create a 21st century apprenticeship system that ultimately became NITAS.

According to the June 2003 Report to Congress titled “Education and Training for the Information Workforce” employers seek workers who possess a specific combination of technical skills and experience, often coupled with a college degree, personal skills, and business or industry knowledge.  Therefore, the IT professional needs to be a well-rounded employee with technical knowledge and skills along with business and communication skills.  The National IT Apprenticeship System (NITAS) is a ready-made apprenticeship system to help produce well-rounded, highly productive workers in the shortest possible period of time.

In addition to being a training strategy, apprenticeship is a value creation strategy for employers.  Apprenticeship operates on a pay for performance basis. Employers can hire workers that are partially trained and pay those workers commensurately.  Then, using the apprenticeship principles and the NITAS tools, the workers become productive quickly allowing the employer to secure high value throughout the apprenticeship period.

National Information Technology Apprenticeship System (NITAS):

The NITAS System is a nationwide IT workforce development program for the 

U. S. IT industry.  The NITAS program provides U.S. IT employers with the ability to secure competitive advantage through increasing the productivity of its IT workforce in the shortest possible period of time.  The program provides employers with the tools and infrastructure to ensure that: 

· New workers entering the organization become productive quickly with minimal start-up time and with minimal rework during the training period

· Existing workers learn new jobs, roles and skills as quickly as possible

· Existing workers adapt to new roles more quickly and leverage those opportunities to secure competitive advantage for the organization 

· IT workers understand and appreciate the business dimension of their work and are able to effectively integrate IT as a strategic business driver

· U.S. IT employers control their IT costs by operating under a “pay for performance” wage structure which is a signature component of apprenticeship

· U.S. IT workers are competitive at all wage-proficiency points in the IT labor market
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Figure 2A

Figure 2A shows the key roles under NITAS and Figure 2B illustrates the NITAS infrastructure.

Under NITAS, IT employers register their organizations (http://.NITASTEST.US) and conduct their programs by following the NITAS/DOL practices and disciplines that are built into the system.  The employers register using CompTIA’s web-enabled, on-line infrastructure.  The employers then use the infrastructure to ensure that the training delivered to employees contains the ILT, OJL, skill validation and performance measurement components required by the system. During the training period employers use the NITAS reporting capability to review the progress made by their workers in achieving the targeted competencies and worker productivity as well as achievements in improving business performance. NITAS provides the standards, the tracking tools and the infrastructure to facilitate and monitor this process for employers.
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Figure 2B

An IT worker can directly participate in NITAS by registering in the program (http://.NITASTEST.US) as an IT apprentice once his/her employer becomes a registered NITAS sponsor.  Once the worker becomes registered, NITAS enables the worker to compile and maintain a formal record of the worker’s learning and competency attainment including ILT and OJL completed, skills validated, IT certifications achieved and apprenticeship concentrations completed.  This record or “transcript” will follow the worker throughout his/her career and can be made available to employers to demonstrate skill and competency attainment.  NITAS also provides OJL and ILT information and competency tracking resources to assist them in developing their IT careers.

The NITAS Framework

IT employers and workers can participate in four distinct but connected NITAS programs. These programs are illustrated graphically in Figure 3.  Two of these programs, IT Generalist and IT Specializations, are apprenticeships targeted for new workers entering the industry or existing workers who need to become skilled in new areas of IT.  The two remaining programs are post apprenticeship programs designed to raise the skill levels of existing IT journeyworkers.

The IT Generalist apprenticeship is suited for entry-level IT workers who require competency across a breadth of IT concentrations.  The IT Specializations apprenticeship is suited for either entry level or incumbent workers requiring depth in specific IT concentrations.  The specializations concentration is very well suited to existing workers who need to become competent in new areas of IT. Network Infrastructure and Devices is one such concentration within the Specialist apprenticeship program. Generally, we assume that a worker entering the NI&D concentration has previous experience and technical training in IT.

The IT Specializations apprenticeship contains a “lattice” of IT occupational categories and specializations that enable the IT worker to take on progressively advanced knowledge and skills and to become credentialed in a variety of IT skill areas (i.e. concentrations) depending upon the needs of the worker’s employer as well the worker’s own career aspirations.  The criteria required for the worker to receive a NITAS credential at each level include:

· Completion of a specified amount of ILT or CBT

· Completion of a specified amount of experience and participation in OJL activities which includes a coaching component from an experienced journeyworker

· Demonstration of a specific number of skills/competencies relevant to the IT concentration

· Attainment of relevant industry certifications

A unique aspect of NITAS is the linkage to national skill standards and job qualifications that are benchmarked across the IT industry and with the DOL.  As the primary IT certification provider organization in the industry, CompTIA (the association that administers NITAS) uses its industry-wide committee structure to obtain input from industry, the government and other associations to create, maintain and update these skill standards.

Development and maintenance of the NITAS concentrations is an ongoing activity.  Thus far, NITAS has codified the IT Generalist as well as the most common IT functional areas.  The NITAS apprenticeships distill the essential core skills required for workers to be successful on their jobs. Workers who participate in the NITAS program receive training in and demonstrate mastery of the core skills in the IT Generalist apprenticeship or in any specialized skills concentrations that are required by their employers.  This approach provides standardization across the IT labor market while at the same time allowing companies the flexibility to tailor their training to meet their own special requirements.

NITAS has created the skill standards, training standards and job qualifications for key IT specializations.  These technical and managerial concentrations include:  Help Desk, Network Infrastructure and Devices, Database Services, Application Development, Information Assurance and Security.  The reader can remain aware of new NITAS offerings by visiting the NITAS website (www.NITASTEST.US).

As the participating worker obtains experience, skills, knowledge and credentials in one or more of these specialized concentration areas, the worker’s achievements are captured in a career transcript, which is accessible through the NITAS web-enabled database.
The CompTIA NITAS Program Requirements for Network Infrastructure and Devices

To participate in the NITAS apprenticeship concentration for Network Infrastructure and Devices, a U.S. IT worker must: 1) be employed by a participating NITAS apprenticeship sponsor organization and 2) register in NITAS and declare Network Infrastructure and Devices as a concentration. Note: multiple concentrations are allowed.

The NITAS NI&D apprenticeship concentration contains three levels of proficiency ---Level 1 through 3. Successful completion of level 1 indicates that a worker is competent at an entry level and has knowledge of basic networking and devices concepts, has preparation to perform related tasks. 

Completion of level 2 signifies that the IT worker is at a full working level and is competent to perform tasks of greater complexity and with slightly reduced levels of direct supervision.  Completion of level 2 also indicates that the worker has mastery of basic communications and other soft skills required in an IT environment.

Completion of level 3 signifies that the worker is a journeyworker and is competent to handle complex senior technician tasks.  The proficiency levels 1-3 reflect cumulative learning and experience with increasing degrees of demonstrated knowledge, skill and overall competency based upon Bloom’s taxonomy of learning.  The levels reflect increasing degrees of proficiency in a specialization.  The levels might be considered similar to military grades for example the Navy’s petty office skill rating system (3rd class through 1st class) in a particular specialization.  The Navy uses a descending numbering scheme; NITAS uses an ascending numbering scheme.

As with any NITAS apprenticeship concentration, the NITAS NI&D apprenticeship concentration requires the worker to receive classroom instruction (or equivalent e-learning) and structured on-the-job-learning (OJL).  Classroom instruction can be delivered either inside or outside of work and may be funded by either the employer or the employee.

As the primary IT certification provider in the industry, CompTIA uses its industry-wide committee structure as well as other known industry standards to develop and validate competencies in the NITAS program.  A unique aspect of the NITAS NI&D apprenticeship is its link to the industry skill standards and job qualifications that are benchmarked across the IT industry and with the DOL.  The NITAS team used industry developed and validated skills standards as well as CompTIA’s Tech Career Compass™ skill standards as key sources of input for developing target competencies for this specialization.  The required hours of classroom instruction are based upon DOL’s recommendations for a minimum of 144 contact hours of classroom instruction for an occupation. 

By following this development approach NITAS created the skill standards, training standards and job qualifications (Qual Cards) for networking professionals, Levels 1-3. These levels are summarized in Table 1 below.

Table 1

	Level
	Required Hrs of Classroom Instruction
	Required Hrs of Experience with OJL
	Required Exams
	Required Qualification and Skill Validations
	Required Certifications

	Level 1-Entry
	322 hrs
	---
	All required course

exams
	32 items
	A+

Certified Fiber Optic Installer (CFOI)

	Level 2-Full Working
	372 hrs
	2000 hrs in Network Infrastructure and Devices
	All required course exams
	47 items
	Network+

Security+

CISCO Certified Network Associate Certification

	Level 3-Journeyworker
	264 hrs
	2000 hrs in Network Infrastructure and Devices
	All required course exams
	39 items
	Cisco Certified Network Analysts (CCNA)

SANS - Security Essentials Certification (GSEC)




All classroom hours in Table 1 above refer to total contact hours in a classroom or        e-learning environment. Credit for previous experience and training can be awarded by the sponsor organization.
In order to complete any level the worker must receive work experience (2,000 hours) in related functions of networking.  The worker’s experience on the job must include some level of sponsor provided structured on-the-job learning (OJL) administered through an experienced worker coach. In addition, the worker must demonstrate competency and validation for the associated skills.  Also, as a minimum, the worker must receive (or show proof of receiving) related classroom instruction or CBT.

The required classroom instruction or CBT can be delivered either inside or outside of work and may be funded by either the employer or the employee.  Industry certifications are also required for completion credit.

It is recommended that the total hours of required classroom instruction include a mix of technical topics as well as general personal effectiveness.

Recommended Instructor Led Training - Level 1 
· New employee orientation session and safety training

· Effective Communications

· Principles of Team Building
· Introduction to Tech Support / Helpdesk Functions

· Computer hardware and software support

· Security Concepts
· Knowledge of security terms and  acronyms
· Knowledge of roles and responsibilities of the Information Assurance organization
· Knowledge of common information security risks and threats
· Knowledge of organizational security ethics and applicable ethics statutes
· Fundamentals of Network Security

· Network Basics, Introduction to networks and communications, etc.
· Fiber Optics splicing and terminations

· Global Knowledge Course Code: 3150 - Understanding Networking Fundamentals
· CED Solutions - Windows 2000 Professional

Optional Instructor Led Training - Level 1

· Office Tools SW training
· DC Electronics
· Mathematics

· English Composition

· Intro to Computers
· PC Repair and Troubleshooting

· Internet Fundamentals
· Supporting Users and Troubleshooting Applications on a Microsoft Windows Desktop

· A+ Workshop
· A+ Certification: Core Hardware

· A+ Certification: Operating Systems

· Designing, Deploying, and Managing a Network Solution
· Building Scalable Cisco InterNetworks (BSCI)

· A+ and Network+ Combo Boot Camp (also for level 2 ILT)
· Cisco CCNA Boot Camp

· MCSA 2003 Certification Training

Recommended Instructor Led Training - Level 2 

· Seven habits of highly effective people

· Principles of Technical Writing

· Business Management Principles

· Network Essentials Level II (Networking) Protocols and interconnections

· Network Management

· Intro to Information Security

· Network testing principles

· Firewalls, Perimeter Protection, and VPNs

· Internetworking Troubleshooting (CIT - CISCO or equivalent)

· Implementing, Managing, and Maintaining Win 2003 Server Network Infrastructure

Optional Instructor Led Training - Level 2 

· Securing Windows

· Global Knowledge Course Code: 9055 - Mastering TCP/IP

· Implementing and Administering Security in a Microsoft Windows Server 2003 Network

· Building Cisco Multilayer Switched Networks (BCMSN) 

· Designing Security for Microsoft Networks (2830)

· Implementing a Microsoft Windows Server 2003 Network Infrastructure:

· Building Remote Access Networks (BCRAN - CISCO or equivalent)

· A+ and Network+ Combo Boot Camp (also level 1 ILT) 

Recommended Instructor Led Training - Level 3 

· Project Management Concepts (PMI or equivalent)

· SANS Security Essentials

· System Forensics, Investigation and Response

· Wireless / Telecommunications  

· Principles of LAN design

· SANS - Intrusion Detection In-Depth

· Network Management -Tools, Optimization, and Troubleshooting (Global Knowledge Course 9452)

Optional Instructor Led Training – Level 3
· Principles of Management and Supervision

· IT Security Audit Essentials

· Computer Hacking Forensic Investigator (CHFI) training 

· Certified Wireless Security Professional training

· Server+ Certification training 

· Certified Wireless Network Administrator training 

For assistance with networking curriculum development it is suggested that the reader visit CompTIA’s Tech Career Compass™ at http\\tcc.comptia.org on the Internet.

The contact hours earned in any of the above courses or workshops can be applied toward meeting the classroom requirements identified in table 1 above given the approval of the NITAS sponsor organization.    

Contact hours received in personal effectiveness and networking topics taken in the IT Generalist concentration (or similar training) can be applied to the criteria for the NI&D concentration.  

Hours of previous networking work experience can be applied toward the NITAS Network Infrastructure and Devices OJL requirement. This experience must be documented and submitted to, reviewed and approved by the NITAS Sponsor. In addition, the NITAS Sponsor can award credit for contact hours of classroom instruction received by the worker prior to admission into the NITAS program. The worker must provide documented evidence of receipt of this instruction to the sponsor. 

Apprenticeship Credentials and Performance Expectations On-The-Job

Upon completion of the criteria for completion of any of the levels in NITAS Network Infrastructure and Devices concentration, the participant (apprentice) will be awarded a “NITAS Certification titled – Network Infrastructure and Devices Level 1, Level 2, or Level 3” as appropriate.  These credential levels are designed to correlate with performance capabilities on the job. The expected capabilities are described in the table below.

Proficiency in Network Infrastructure and Devices tends to correspond with the worker’s ability to perform tasks increasing in complexity. It should be noted that performance requirements and expectations might vary greatly from company to company. 

Required Roles in NITAS

Under NITAS, IT employers (sponsors) register their organizations and their IT workers on line (http://.NITASTEST.US). Workers can be either entry-level employees or seasoned individuals who are seeking to learn a new IT skill. Following registration, the employees (apprentices) begin the apprenticeship period.  During the apprenticeship period workers receive classroom instruction and structured on-the-job learning while they continue executing their normal work responsibilities.  The workers rapidly raise their productivity by demonstrating and practicing their learning under the guidance of a coach and in collaboration with their peers.  The NITAS tracking and reporting database enables the workers to record and measure their achievement and the employer to drive workforce productivity gains and to meet cost targets.     

The NITAS web enabled database also contains a career transcript for each worker, a checklist of industry benchmarked competencies called (Qual Cards) for each chosen concentration and the training criteria required for becoming credentialed.  The reader should review the appendix for a description of the NITAS competency hierarchy that shows the relationship between competencies and qual cards.

In addition to qual card sign-offs, criteria includes hours of experience, hours of on-the-job learning, hours of classroom instruction (ILT or CBT), certifications and degrees---all of which are tracked in the web-enabled system.  The NITAS report writer provides metrics on key performance indicators that enable the employer to track the worker’s progress and to drive value from the apprenticeship system.

To ensure a level of quality control and compliance to nationally recognized training standards provided by the DOL, NITAS requires that each sponsor work with a registered NITAS consultant to implement the apprenticeship.  The consultant is a process expert and can be either a trained person internal to the sponsor company or an external provider.  The consultant may or may not also provide training and/or coaching services to the sponsor company.  To become qualified each consultant must go through two days of training available through CompTIA and demonstrate competency in the field. 

The NITAS web-enabled system also facilitates the selection, scheduling and tracking of delivered classroom instruction or (CBT) that supports the apprenticeship process. Content provider organizations can map their course content to competencies within NITAS concentrations and pre-load this mapping into the system allowing easier course selection and administration of the apprenticeship within a sponsor organization.

Summary of Roles in the NITAS System

NITAS Apprentice--An individual employed by a NITAS sponsor organization and who is registered with NITAS for a specific apprenticeship track.

A NITAS Apprentice will receive:

· On-the-job learning under the guidance of experienced and qualified personnel 

· Occupation-specific education/technical instruction 

· Training and Certifications that meet industry-endorsed IT Skill Standards 

· A web-based system that will record and track your experience, knowledge and skill sets in IT career concentrations 

NITAS Sponsor—An employer organization that has registered with NITAS for implementation of apprenticeship within the organization.  An organization registers by completing an online registration form and paying an annual fee based upon size of the organization and number of apprentices in the system.  By registering with NITAS, the organization may also simultaneously register with the DOL, which is the official Apprenticeship Quality Compliance body for apprenticeship programs in the United States.  

NITAS and DOL will jointly recognize the apprentices who complete apprenticeship by issuing a certificate upon completion.  

When an employer becomes a NITAS sponsor, an iteration of the system will be made available to the employer as “sponsor.nitastest.us”.  This iteration is where all apprentice records, tracking of apprentices, and reporting of apprentices occurs.  

Coach-- An experienced individual employed or contracted by a NITAS Sponsor organization who is responsible for mentoring one or more apprentices on-the-job.  Either a Sponsor or a Sponsor designated Consultant can assign a Coach to an Apprentice.  A Coach’s role includes monitoring an apprentice’s progress, recording discussions, and conducting regular meetings with Apprentices to impart on-the-job learning (OJL).

NITAS Consultant-- A “process expert” who works within a NITAS partner organization to mentor and administrate apprentices in a sponsor organization.  NITAS consultants may be internal or external to the sponsor organization. A NITAS consultant must receive authorized NITAS training on apprenticeship principles and the use of NITAS infrastructure. Upon completion of training, a NITAS consultant is capable of working with an employer to customize what additional training is necessary for the employer’s apprentices, can create custom qual cards for the employer, can act as a mentor to assure that qual cards are completed by the apprentice, and will assist the organization in managing and reporting progress of the apprentices.  Any fees associated with these services are negotiable between the employer and the consultant.

A NITAS consultant becomes fully qualified upon completion of the training and sign-offs on all consultant qual card items.

NITAS Content Provider-- An organization that offers training classes, material and resources that relate to one of the NITAS IT Concentrations.

A Content Provider could be an IT vendor who has certifications required for concentrations, who wishes to include their content to be offered to Employers and Apprentices, or publishers of content who whish their courseware to be included in the NITAS programs.

All content descriptions must follow the submission guidelines of NITAS to be made available to NITAS Sponsors, Consultants and Apprentices 

Appendix A
Network Support Technician

1. Qual Cards – NI&D Level 1- 3 with suggested Exit Criteria

Note: company-specific competencies may be added by the sponsor organization

2. Optional Qual Card Items Level 1- 3 with suggested Exit Criteria

3. NITAS Competency hierarchy

WORK PROCESS SCHEDULE

NETWORK SUPPORT TECHNICIAN

O*NET-SOC CODE:  15-1071.00   RAPIDS CODE:  1132CB
Appendix 1
Level 1 Qual Cards
	Instructions:
	These Job Qualification Performance Requirements must be performed under the direction of a Coach.  The purpose of these activities is to verify your ability to correctly perform and verbally explain the required job functions for a Level 1 Network Support Technician.  The standard to which the task must be accomplished will be that you can perform the job function with some help from your supervisor or coach. The setting will be in your normal work area. 

NOTE:  Actions Do NOT need to be accomplished in any particular order.

	Before You Begin
	Review the Performance Requirements on this Qualification Card. Talk to your Coach about any questions you might have.

	Critical Work Function
	Qual Card Item Number
	Activity
	Performance Criteria

	CWF1: Provide Customer Service and Support
	
	
	

	
	NI&D1.1.1
	Competency
	Ability to collect and use trouble ticket information to support customer needs

	
	
	Do
	Review, learn and successfully practice organization's customer support procedures and practices.  Participate in responding to trouble tickets effectively using the organization's practices and procedures.

	
	
	Know
	Know organization's practices and procedures for customer support using trouble ticket systems.

	
	
	Exit
	Independently and successfully conduct customer support and trouble ticket resolutions on multiple occasions.

	
	NI&D1.1.2
	Competency
	Ability to work with effectively customers to solve problems and support their needs

	
	
	Do
	Review, discuss and learn how the organization communicates with its customers and common practices for using communications in supporting customers.  Practice these concepts in communicating with customers.

	
	
	Know
	Know the value of communications in providing customer support and solving problems.

	
	
	Exit
	Demonstrate to the coach how such communications are used to provide effective support.

	
	NI&D1.1.3
	Competency
	Ability to use customer feedback to improve quality of service

	
	
	Do
	Review, analyze and identify customer feedback and trends in customer assistance calls, including items such as repeat calls, rework, and persistent problems. Based on knowledge gained during the analysis process identify potential actions to improve quality of service.


	
	
	Know
	Understand how to analyze customer feedback and assistance call trends to improve quality of service.

	
	
	Exit
	Develop and present a short paper or oral presentation on possible actions to improve quality of service.

	CWF2: Install and upgrade server and network device hardware
	
	
	

	
	NI&D1.2.1
	Competency
	Understanding of basic network device installation techniques and technologies

	
	
	Do
	Participate in the analysis of common network device requirements.  Participate in the installation, configuration and maintenance of the organization's switches and routers and other common network devices.

	
	
	Know
	The basic technology of common network devices such as routers and switches.  The basics of installation and specific technologies of common network devices used by the organization.

	
	
	Exit
	Successful independent installation, configuration and maintenance of various switches and routers used in the organization's network.

	
	NI&D1.2.2
	Competency
	Understanding of basic network cable technologies including installation and removal of old equipment and cabling

	
	
	Do
	Participate in the design, fabrication and installation of cabling technologies including; calculating cable lengths accounting for bend and termination requirements, pulling cable through conduits, terminating cables, and conducting continuity checks.  Participate in the removal of outdated cable runs.

	
	
	Know
	Basic understanding of network cabling technologies such as copper and fiber optics.

	
	
	Exit
	Successful installation, termination and testing of copper and fiber optic cables.  Successful removal of outdated cable when necessary.  Certified Fiber Optic Installer (CFOI) certification.

	
	NI&D1.2.3
	Competency
	Ability to install, configure and repair basic computer hardware and software

	
	
	Do
	Participate in installing, configuring and repairing workstation and server hardware, software and peripheral devices.

	
	
	Know
	Know how to install, configure and repair computer hardware and software.

	
	
	Exit
	Successful independent installation and configuration of various end user network devices.

	CWF3: Manage, administer, and secure network infrastructure
	
	
	

	
	NI&D1.3.1
	Competency
	Ability to establish and maintain user accounts and access privileges

	
	
	Do
	Participate in establishing, updating and disestablishing user accounts and access privileges.

	
	
	Know
	Understand practices and procedures for user account management and access privileges.

	
	
	Exit
	Successfully and independently maintain user accounts and access privileges.  Provide summary documentation.

	
	NI&D1.3.2
	Competency
	Ability to back-up and recover end user disk files; perform maintenance activities, system back-ups, and restore data

	
	
	Do
	Review, learn and successfully practice the organization's procedures for backing-up and recovering end user disk drives and files including; manual back-ups, automated scheduled back-ups, making ghost images, etc.

	
	
	Know
	Know organization's practices and procedures for back-up and recovery of end user disk files.

	
	
	Exit
	Successfully assist customers in using back-up procedures and in recovering lost files.  Develop a short paper or presentation on alternatives procedures for end-user personal computer disk and file back-up and recovery.

	
	NI&D1.3.3
	Competency
	Ability to back-up and recover network services; perform maintenance activities, system back-ups, and restore data

	
	
	Do
	Participate in network services (routers, switches and other network control devices) back-up and recovery.  Validate that back-ups work properly in a test lab environment.

	
	
	Know
	Understand practices and procedures for network services back-up and recovery.

	
	
	Exit
	Independently execute successful network services back-ups and recoveries.

	
	NI&D1.3.4
	Competency
	Understanding of network architecture administration and management

	
	
	Do
	Review organization network design documentation. Participate in discussions on how the organization's network architecture and supporting technologies are configured, administered and managed.

	
	
	Know
	Basic understanding of organization's administration and management of network architectures and technologies.

	
	
	Exit
	A short paper or oral presentation that accurately explains the how the organization's network architecture and supporting technologies are managed and administered.

	
	NI&D1.3.5
	Competency
	Ability to install, configure and maintain workstation and network firewalls

	
	
	Do
	Participate in the installation, configuration and maintenance of firewall services such as; workstation firewalls, subnet firewalls, organizational firewalls, etc. Participate in installing firewall block and exception lists. Participate in firewall log analysis.

	
	
	Know
	Organization's practices and procedures for installing, configuring and maintaining workstation and network firewalls.

	
	
	Exit
	Independently make configuration changes to a subnet firewall and assess firewall log data. Review results of firewall configuration activities with coach or senior technician to assure the changes are proper and effective.


	
	NI&D1.3.6
	Competency
	Ability to obtain and install PKI user certificates (Optional for organizations that do not use PKI technologies)



	
	
	Do
	Participate in the installation, configuration and maintenance of IDS.  Participate in the establishment of IDS alerts, IDS log analysis and incident reporting practices.  View '"Public Key Infrastructure (PKI)" Video (WBT)

	
	
	Know
	Know practices and procedures for obtaining and installing Public Key Infrastructure (PKI) user certificates. 

	
	
	Exit
	Independently conduct successful IDS installations, configurations, log analysis, incident reporting and maintenance activities.

	
	NI&D1.3.7
	Competency
	Ability to install, configure and maintain anti-virus software

	
	
	Do
	Participate in installing, configuring and maintaining anti-virus software on organizational servers.  Participate in operating and maintain organizational virus perimeter systems and workstation anti-virus definition servers.

	
	
	Know
	Understand basics of the organizational anti-virus practices and tools.

	
	
	Exit
	Independent installation, configuration and maintenance of organization's anti-virus services.

	CWF4: Optimize performance of network architecture and network devices
	
	
	

	
	NI&D1.4.1
	Competency
	Ability to test basic network devices

	
	
	Do
	Build and test fiber optic and copper cables. Install, configure and test hubs, switches and routers.  Validate and certify devices ready for proper operation.

	
	
	Know
	Know how to test standard network devices such as Cables, Hubs, Switches, Routers and other control devices.

	
	
	Exit
	Independent and successful fabrication of copper or fiber cables.  Independent and successful installation, configuration and administration of hubs switches and routers.  

	
	NI&D1.4.2
	Competency
	Ability to conduct basic operational network tests

	
	
	Do
	Install, test and assess the operational readiness of new office or building network segments.  Connect and conduct end-to-end testing of workstations and servers to newly installed network segments.

	
	
	Know
	Understand operational Network testing procedures.

	
	
	Exit
	Independently or lead efforts to install a new office or building network segment and successfully connect users to the network.

	
	NI&D1.4.3
	Competency
	Ability to install, configure and use basic network troubleshooting tools

	
	
	Do
	Participate in the installation, configuration and use of network monitoring systems and troubleshooting tools such as; Network Traffic Graphing tools, Enterprise Service Monitors, Ping-plot tools, Bit Error Rate Testers, Continuity Testers, etc.

	
	
	Know
	Know the practices and procedures for installing, configuring and using network basic monitoring and troubleshooting tools.

	
	
	Exit
	Under the observation of coach or senior technician, demonstrate competency using various essential network troubleshooting test equipment.

	
	NI&D1.4.4
	Competency
	Knowledge of practices and procedures for communicating network status

	
	
	Do
	Review, discuss, practice and learn the organization's procedures for documenting and communicating operational status of IT infrastructure systems and services.

	
	
	Know
	Understand the organization's practices and procedures for communicating operational status of IT infrastructure systems and services.

	
	
	Exit
	Successfully develop and publish a number of operational status communications.

	CWF5: Maintain a safe and secure work environment
	
	
	

	
	NI&D1.5.1
	Competency
	Knowledge of safety rules for operating electronic and computer equipment; operate all equipment safely; keep current with and assist in the update of safety procedures

	
	
	Do
	Review and practice safety procedures for network test equipment and network related computer equipment.  Assist in updating safety procedures in one area.

	
	
	Know
	Understand the safety rules and procedures for operating electronic and computer equipment

	
	
	Exit
	Explain to the coach your understanding of all safety rules and procedures for working with electronic and computer equipment.  Demonstrate your practice of safe equipment operation in several key areas.  Propose and discuss with coach at least one area where safety procedures could be updated.

	
	NI&D1.5.2
	Competency
	Ability to safely maintain the organization's facilities equipment and materials

	
	
	Do
	Review and practice organization practices for working in controlled spaces and around devices that process sensitive information.

	
	
	Know
	Know the policies and procedures for safely maintaining the organization's facilities, equipment and materials including working in controlled environments such as manholes, elevated spaces, interior plenums or confined spaces.

	
	
	Exit
	Under the observation of coach or senior technician demonstrate and explain how to work safely in various controlled spaces.  Knowledge and competency is judged appropriate based on specific job requirements.

	CWF6: Perform network infrastructure troubleshooting
	
	
	

	
	NI&D1.6.1
	Competency
	Ability to analyze basic network problems and research solutions

	
	
	Do
	Work with coach or other technician to identify, troubleshoot and recommend solutions to network related problems.

	
	
	Know
	Understand how to analyze basic network problems and research appropriate solutions   

	
	
	Exit
	Successfully field, troubleshoot and document 10 or more network failures or user operational issues. Review troubleshooting procedures used and appropriate corrective actions with coach or senior network technician or engineer.

	
	NI&D1.6.2
	Competency
	Basic understanding  of requirements analysis, project planning and activity/time management; monitor workload, manage time, and prioritize requests

	
	
	Do
	Participate in the reviewing and refining customer requirements, development of a project plan, perform as a member of a project development team or independently develop a project plan for a simple project.

	
	
	Know
	Understand basics for requirements analysis and development of project plans and activity/time management based on customer requirements.  

	
	
	Exit
	Successful development of a project including a time and activity plan for achieving the project objective.

	
	NI&D1.6.3
	Competency
	Ability to evaluate new or existing technologies for potential use by the organization; query manufacturer information and systems specification resources

	
	
	Do
	Participate in the research, evaluation and assessment emerging or new technology for use in a business function.  Study and objectively compare new technologies to existing technologies and assess improvements and benefits of the new technologies over existing technologies. Document and present results of the study with recommendations for adoption.

	
	
	Know
	Concepts and practices for evaluating existing, emerging or new technologies and assessing business improvement opportunities possible via the technologies.

	
	
	Exit
	A successfully documented and presented study including research, evaluation, and business benefits, for use of a new technology.

	
	NI&D1.6.4
	Competency
	Ability to prioritize network problem resolutions

	
	
	Do
	Field network trouble tickets assess potential problems and prioritize trouble ticket responses to maximize the corrective actions based on the "ripple effect" associated with a specific potential problem.

	
	
	Know
	Know how to prioritize network problem resolutions

	
	
	Exit
	Document and review a month’s worth of network trouble ticket response prioritizations to demonstrate highly successful personal prioritization ability.

	
	NI&D1.6.5
	Competency
	Ability to find information on the organization's network devices and systems

	
	
	Do
	Practice identifying existing network devices to a specific manufacturer and use the Internet or telephone and surface mail to obtain technical material needed in support or maintenance of the device.

	
	
	Know
	Know how to find manufacturer's information on the organizations network devices and systems.

	
	
	Exit
	Independently obtain manufacturer support data for 3 or more network devices.

	CWF7: Optimize and maintain network software and hardware
	
	
	

	
	NI&D1.7.1
	Competency
	Ability to configure new network components and upgrades in a controlled environment

	
	
	Do
	Participate in the installation and configuration of network devices.  Document the configuration settings for new devices in accordance with organization documentation practices.

	
	
	Know
	Understand how to configure new network components in a controlled environment.

	
	
	Exit
	Successfully configure and document two or more new network devices.

	
	NI&D1.7.2
	Competency
	Ability to configure and maintain basic network components for optimum performance

	
	
	Do
	Review product configuration parameters and assess how they impact performance of the device under various conditions.  Test various device configuration settings in a test environment and obtain a first hand observation for how the settings impact device performance.  Use knowledge gained via reviews and testing to identify device performance improvement opportunities.  

	
	
	Know
	Know how to configure and maintain basic network system components for optimum operations.

	
	
	Exit
	Independently identify one or more significant network device performance improvement opportunities, or validate 5 or more network devices are already optimally configured.

	
	NI&D1.7.3
	Competency
	Basic knowledge of network hardware and software maintenance and optimization procedures

	
	
	Do
	Participate in document reviews and discussions on maintaining and optimizing the organizational network hardware and software.

	
	
	Know
	Basic understanding of the maintenance and optimization of the organization's network hardware and software.

	
	
	Exit
	A short paper or oral presentation that accurately explains the how maintenance and optimization is conducted on the network's hardware and software.

	
	NI&D1.7.4
	Competency
	Ability to connect remote users

	
	
	Do
	Participate in the installation and configuration of remote user connections such as; Remote Access Server (RAS), Virtual Private Network (VPN), Outlook Web Access (OWA), etc.

	
	
	Know
	Practices and procedures for connecting remote users.

	
	
	Exit
	Successful independent installation and configuration of various remote end user network connections.

	
	NI&D1.7.5
	Competency
	Ability to connect wireless devices and users

	
	
	Do
	Participate in the installation and configuration of wireless connections such as; Personal Digital Assistants (PDA), networked pagers, networked cell phones, RF wireless device connections, etc.

	
	
	Know
	Understand the practices and procedures for connecting wireless devices and users.

	
	
	Exit
	Successful independent installation and configuration of various wireless devices and end user network connections.

	CWF8: Implement and monitor weekly network security
	
	
	

	
	NI&D1.8.1
	Competency
	Knowledge of organization's security policies and practices

	
	
	Do
	Review, discuss and learn the organization's security policy and practices and how they combine to implement due care and due diligence within an organization. 

	
	
	Know
	Know the organization's security policies and practices.

	
	
	Exit
	A short paper or presentation to a security audience demonstrating a working knowledge of the organization's security policies and practices. 

	
	NI&D1.8.2
	Competency
	Ability to establish and maintain network accounts

	
	
	Do
	Participate in establishing, updating and disestablishing network accounts.

	
	
	Know
	Know the practices and procedures for network account management


	
	
	Exit
	Provide documentation of and demonstrate the maintenance of network accounts.

	CWF9: Design, install, and expand new facilities (LAN, MAN, WAN)
	
	
	

	
	NI&D1.9.1
	Competency
	Ability to install new network architectures or configurations

	
	
	Do
	Participate in the installation, testing and turnover of a new network segment.

	
	
	Know
	Understand the basic procedures for installing and implementing new network architecture and system configurations.

	
	
	Exit
	As part of a team or Independently successfully install test and turnover a small network segment for an office or small building.  


Certification Requirements - Level 1

· Computer Technology Industry Association (CompTIA)  A+

· Certified Fiber Optic Installer (CFOI)

WORK PROCESS SCHEDULE

NETWORK SUPPORT TECHNICIAN

O*NET-SOC CODE:  15-1071.00   RAPIDS CODE:  1132CB
Appendix 1

Level 2 Qual Cards

	Instructions:
	These Job Qualification Performance Requirements must be performed under the direction of a Coach.  The purpose of these activities is to verify your ability to correctly perform and verbally explain the required job functions for a Level 2 Network Support Technician.  The standard to which the task must be accomplished will be that you can perform the job function with some help from your supervisor or coach.  The setting will be in your normal work area

NOTE: Actions Do NOT need to be accomplished in any particular order.

	Before You Begin
	Review the Performance Requirements on this Qualification Card.  Talk to your Coach about any questions you might have.

	Critical Work Function
	Qual Card Item Number
	Activity
	Performance Criteria

	CWF1: Provide customer service and support
	
	
	

	
	NI&D2.1.1
	Competency
	Work with customers to solve problems and support their needs

	
	
	Do
	Meet with the organizations quality advocate and discuss the organizations quality goals and objectives.  Meet with several key customers to discuss their support needs.

	
	
	Know
	Review and understand the organizations policies and procedures for providing quality customer support.

	
	
	Exit
	Develop and review a short written paper on the organizations quality goals, objectives and policy with supervisor.  Discuss specific customer needs and plan for meeting those needs.

	
	NI&D2.1.2
	Competency
	Ability to coordinate and provide liaison among groups

	
	
	Do
	Participate in efforts to coordinate the activities of multiple work teams and customer teams focused on solving a common problem.

	
	
	Know
	Understand requirements to coordinate or provide liaison among groups.

	
	
	Exit
	Independently lead cross team coordination efforts and review the results of such efforts with the coach explaining how the coordination was essential to efficient and effective problem resolution.

	
	NI&D2.1.3
	Competency
	Ability to use customer feedback and surveys to improve service quality

	
	
	Do
	Participate in conducting an informal or formal customer survey for a small group within the organization for at least one service area.  Route the survey, collect and assess the results and develop conclusions and recommendations for improving customer perceptions of service quality.

	
	
	Know
	The use of customer feedback in improving quality of service.

	
	
	Exit
	Document the assessment survey results and review the findings and recommendations with coach showing how quality of service could be improved.

	CWF2: Install and upgrade server and network device hardware
	
	
	

	
	NI&D2.2.1
	Competency
	Ability  to develop and document network installation and upgrade plans

	
	
	Do
	Study a recent or current installation plan and learn the steps used to develop such plans.  Apply what is learned in developing an installation plan for a minor new installation or upgrade to the network.

	
	
	Know
	Know how to develop and document network installation and upgrade plans.

	
	
	Exit
	Review the plan with the coach to validate it's completeness and effectiveness.  Review of the "as-done" work to identify variances to the plan and updates to the plan as found necessary.

	
	NI&D2.2.2
	Competency
	Ability to configure network architecture

	
	
	Do
	Participate in efforts to properly configure routers or switches used for interconnecting network segments or participate in efforts related to upgrading network segment interconnections.  

	
	
	Know
	Know procedure to configure network architecture.

	
	
	Exit
	Independently and successfully configure the interconnection of two or more network segments.

	
	NI&D2.2.3
	Competency
	Ability to configure network devices software

	
	
	Do
	Participate in efforts to load and or update network device software versions.  Participate in reviewing software configurations and in testing software for proper operation.

	
	
	Know
	Understand how to configure network devices software.

	
	
	Exit
	Independently and successfully install or update the software in one or more network routers or switches.

	
	NI&D2.2.4
	Competency
	Ability to resolve network problems during installation of new or expanded facilities

	
	
	Do
	Identify the documentation specifying equipment performance parameters.  Compare the performance parameters to known standards in the organization and determine if the equipment is over or under - utilized.  Recommend necessary steps and take actions required.

	
	
	Know
	Know how to resolve network problems through analysis and research during installation and expansion of new facilities.

	
	
	Exit
	Using identified parameters, within an interval of 15%, specify that the network equipment is over or under - utilized.  Specify specific steps to resolve identified problems and have them approved by the coach.

	
	NI&D2.2.5
	Competency
	Ability to document configurations of network architecture and devices

	
	
	Do
	Participate in the review of network device and architecture assessments and in efforts to improve documentation quality.

	
	
	Know
	Know how to document the configurations of network architecture and devices.

	
	
	Exit
	At least one worthy recommendation for improved network device and architecture documentation is presented and found acceptable to team or management.

	
	NI&D2.2.6
	Competency
	Ability to install unique network devices

	
	
	Do
	Participate in the analysis of unique network device requirements.  Participate in defining technical requirements, conducting product evaluation and the selection, installation, configuration and maintenance of the unique network devices.

	
	
	Know
	Understand how to install organization's unique network devices

	
	
	Exit
	Independent requirements assessment and selection of at least one unique network device. Successful deployment of the selected device such that it accomplishes the desired objective.

	CWF3: Manage, administer, and secure network architecture
	
	
	

	
	NI&D2.3.1
	Competency
	Knowledge of quality checking procedures for network architecture

	
	
	Do
	Participate in efforts to identify quality of service issues and in developing formulas for calculating quality of service and sections of the network.

	
	
	Know
	Understand how to perform quality checks on network architecture sections.

	
	
	Exit
	Independently identify at least one area where quality of service is and issue.  Develop and present proposal for how to measure service quality.  Proposal is found to be generally acceptable by coach.

	
	NI&D2.3.2
	Competency
	Ability to establish and maintain user accounts in special circumstances

	
	
	Do
	Participate in effort that addresses how to deal with special situations like non-employees or foreigners.

	
	
	Know
	Know how to establish and maintain user accounts.

	
	
	Exit
	Independent and proper handling of at least two special cases.


	
	NI&D2.3.3
	Competency
	Ability to coordinate, communicate and document network changes

	
	
	Do
	Review processes for communicating planned and completed network changes.  Participate in efforts to assess the effectiveness of such communications from a customer perspective.  Participate in developing improvements to current communication practices.

	
	
	Know
	Understand how to coordinate, communicate and document network changes.

	
	
	Exit
	Direct personal involvement in communication efforts lead to tangible and positive customer feedback relative the effectiveness of such communications.

	
	NI&D2.3.4
	Competency
	Knowledge of procedures and practices used to create and present reports on network performance

	
	
	Do
	Participate in efforts to measure and document network performance in terms of reliability, maintainability and availability.  Participate in efforts to summarize and present network performance to management.

	
	
	Know
	Know how to create and present reports on network architecture performance.

	
	
	Exit
	Independently calculate network performance, document results and present to management other interested parties.  Results and presentations are found acceptable by coach.

	
	NI&D2.3.5
	Competency
	Ability to conduct advanced network and system back-ups

	
	
	Do
	Participate in the development of more advanced back-up processes such as networked back-ups or real-time back-ups.

	
	
	Know
	Know how to conduct advanced network and system back-ups.

	
	
	Exit
	Independent and successful implementation of at least one more advanced network back-up process.

	
	NI&D2.3.6
	Competency
	Ability to retrieve and restore lost files and data

	
	
	Do
	Participate in efforts to recover user data files from archives or back-ups.  Participate in efforts to recover system files from back-ups.

	
	
	Know
	Understand the organization's procedures for retrieval and restoration of lost files and data

	
	
	Exit
	Independent and successful recovery of at least two user files.  Independent recovery of at least one system files in a test environment or in an operational environment.

	
	NI&D2.3.7
	Competency
	Ability to conduct assessments of network architecture maintenance and upgrade plans

	
	
	Do
	Participate in efforts to assess current network architectures and maintenance plans, to assess alternative approaches to planning and maintenance and in recommending a specific improvement.

	
	
	Know
	Know how to evaluate network architecture maintenance and upgrade plans.

	
	
	Exit
	Independently assess and develop recommendations for improvement to at least one maintenance plan process or at least one network upgrade planning process.

	
	NI&D2.3.8
	Competency
	Ability to administer and secure network architecture

	
	
	Do
	Review organization requirements for handling, processing and communicating sensitive or classified information.  Review current secure processing and networking capabilities and management practices.  Participate in administering and securing organization's secure networks.

	
	
	Know
	Understand how to administer and secure network architecture.

	
	
	Exit
	Independently and properly deliver operational management/administration for at least one segment of the organization's secure networking capability.

	CWF4: Optimize performance of network architecture and network devices
	
	
	

	
	NI&D2.4.1
	Competency
	Ability to identify customer requirements for network performance

	
	
	Do
	Participate in a survey of customer requirements for network performance.  Assess the survey results and develop conclusions and recommendations for improving network performance for customers.

	
	
	Know
	Know how to identify customer requirements for network performance.

	
	
	Exit
	Document the assessment survey results and review the findings and recommendations with coach showing how network performance could be improved for customers.

	
	NI&D2.4.2
	Competency
	Knowledge of techniques for researching technical alternatives and options

	
	
	Do
	Participate in the research, evaluation and assessment of technologies and equipments that could potentially improve a area of network performance.     Assess alternate technologies and equipments over existing technologies and develop recommendations for adoption.

	
	
	Know
	Understand methods to research technical alternatives and analyze technical options for improving network performance

	
	
	Exit
	Present findings and recommendations to the coach and management.  Findings and recommendations considered technically accurate by the coach.

	
	NI&D2.4.3
	Competency
	Ability to test a variety of network devices

	
	
	Do
	Identify and study documentation specifying the functional requirements and testing of network equipment and devices for performance and effectiveness.   Conduct specified testing of equipment and devices to verify that they are fully operational and to determine effective performance.   Develop recommendations for improving performance based on the results of the testing.

	
	
	Know
	Know how test network equipment and devices such as workstations, personal computers, printers and other end user devices

	
	
	Exit
	Demonstrate successful ability to install and test a variety of end user devices and document operational parameters that are out of limits. Recommendations for improvements are accepted.

	
	NI&D2.4.4
	Competency
	Ability to conduct network testing

	
	
	Do
	Participate in the development of organization network testing procedures for new network capability or a new networking technology.  Participate in validating developed procedures and in publishing final procedures.

	
	
	Know
	Understand network testing procedures.

	
	
	Exit
	Developed procedures are accepted and published.

	
	NI&D2.4.5
	Competency
	Knowledge of procedures used to monitor operation and performance of IT infrastructure services

	
	
	Do
	Review, learn and successfully practice the organization's procedures for monitoring service quality including recognizing and responding to service abnormalities.

	
	
	Know
	Understand the organization's practices and procedures for monitoring operation and performance of IT infrastructure services.

	
	
	Exit
	Short paper describing what the organization monitors, the indicators of expected service quality, potential performance abnormalities and how to respond to abnormalities if they do occur.

	CWF5: Maintain a safe and secure work environment
	
	
	

	
	NI&D2.5.1
	Competency
	Knowledge of how to evaluate and prepare a job site for safe work

	
	
	Do
	Use the organizations safety policies and procedures to evaluate and prepare job sites for work.  Assure safety procedures are incorporated into installation and other work plans.

	
	
	Know
	Know how to evaluate and prepare a job site for safe work.

	
	
	Exit
	Demonstrate to the coach that you successfully evaluated and prepared a job site for safe work.   Share your findings on any discrepancies found in the site's work plan.

	
	NI&D2.5.2
	Competency
	Ability to safely operate and maintain principal network equipment and facilities

	
	
	Do
	Apply the organizations safety policies and procedures in operating and maintaining principal network equipment.

	
	
	Know
	Know how to safely operate and maintain principal network equipment and facilities.

	
	
	Exit
	Demonstrate to the coach that you continuously apply effective safety procedures in operation and maintenance of principal network equipment and facilities.

	
	NI&D2.5.3
	Competency
	Knowledge of how safety policy and procedures are maintained

	
	
	Do
	Interview the organization's safety personnel and learn how safety procedures are developed and maintained.   Develop a short paper showing how the policies and procedures are developed and maintained along with an appropriate example of the process.

	
	
	Know
	Understand how the organizations safety policy and procedures are developed and maintained.

	
	
	Exit
	Present paper to coach and peers and demonstrate how a selected policy was developed.

	CWF6: Perform network infrastructure troubleshooting
	
	
	

	
	NI&D.2.6.1
	Competency
	Ability to analyze problems and research solutions to perform network troubleshooting

	
	
	Do
	Identify the diagnostic hardware and software for networks in use in the organization.  Construct several possible problems that could be detected with the equipment on a test network segment and demonstrate that you can operate the system.  Provide trouble shooting support in resolving network problems that occur.

	
	
	Know
	Know how to analyze problems and research solutions to perform network and infrastructure troubleshooting.

	
	
	Exit
	Demonstrate successful network and infrastructure trouble shooting and problem resolution.

	
	NI&D2.6.2
	Competency
	Ability to recommend and test a solution to a problem discovered in network troubleshooting

	
	
	Do
	Review a solution proposed to resolve a network problem discovered during troubleshooting.  Create a test environment for the solution to find if it satisfies required specification and performance levels.  Test and report your findings and recommend any changes required to meet usability requirements.

	
	
	Know
	Understand how to recommend and test a proposed solution to a problem found during network trouble shooting.

	
	
	Exit
	Proposed solution was tested successfully in test environment.

	
	NI&D2.6.3
	Competency
	Ability to document and communicate problems an solutions found during network troubleshooting

	
	
	Do
	Participate in activities and learn how to properly document and communicate problems that arise during network troubleshooting.  Study similar documents to determine that your work is correct if working in a test environment.

	
	
	Know
	Know how to document and communicate problems, solutions, and the implementation process in the performance of network infrastructure troubleshooting.

	
	
	Exit
	Submit documentation created during infrastructure troubleshooting for approval and remediate any steps, as required.

	
	NI&D2.6.4
	Competency
	Ability to monitor workload, manage time and prioritize requests in performing network troubleshooting

	
	
	Do
	For one or more of the problems isolated and identified with diagnostic equipment prioritize the response to and solution for the problem.

	
	
	Know
	Understand how to monitor workload, manage time and prioritize requests in the performance of network infrastructure troubleshooting.

	
	
	Exit
	Describe the escalation procedures in place in the event the problem becomes unresponsive to the suggested solution.  Create the scenario and perform a mock escalation of the problem.  Receive approval or remediate until the process is mastered.

	
	NI&D2.6.5
	Competency
	Ability to use manufacturer's information and specifications to perform network troubleshooting

	
	
	Do


	Within your work area or domain of responsibility identify network equipment in use via manufacturer and serial number.  Make a table containing this information.  Collect manufacturer specification and troubleshooting documents, and categorize the information to create order and accessibility.

	
	
	Know


	Know how to use information provided by the manufacturer and information regarding systems specification to perform network infrastructure troubleshooting.

	
	
	Exit


	Present the information collected to the coach and peers for use in troubleshooting.

	CWF7: Optimize and maintain network software and hardware
	
	
	

	
	NI&D2.7.1
	Competency
	Ability to back-up and restore configurations when installing new equipment or upgrades

	
	
	Do
	Identify and obtain copies of documents describing the methods in which the network configuration is backed-up.  Install the new equipment and restore configuration data so that the equipment operates appropriately.

	
	
	Know
	Know how to back-up and restore network configurations when installing new equipment or upgrades.


	
	
	Exit
	Back-up and restore network configurations (using telnet, tftp, etc.) when installing and new equipment or conduction system upgrades.

	
	NI&D2.7.2
	Competency
	Ability to test and verify that the network system meets customer specifications

	
	
	Do
	Review customer specifications to determine baseline performance specifications.  Conduct network performance tests and to determine if system meets requirements and established specifications.  If performance is not meeting requirements recommend possible solutions.

	
	
	Know
	Know how to test and verify that the system meets customer specifications.

	
	
	Exit
	Demonstrated ability to effectively test the system and assess performance against established requirements and customer requirements.

	
	NI&D2.7.3
	Competency
	Ability to manage and maintain network hardware and software for optimal performance

	
	
	Do
	Review and assess network hardware and software performance using established metrics or noninvasive evaluation tools.  Where performance is shown to sub-optimal, propose maintenance or modernization actions to optimize performance.  Test proposed actions in a test environment to verify viability.

	
	
	Know
	Understand how to manage and maintain network hardware and software for optimal network performance.

	
	
	Exit
	Explain the metrics assessed and solutions proposed for maintaining optimal network performance.  Maintenance or modernization actions are approved and put into place.

	
	NI&D2.7.4
	Competency
	Ability to review and upgrade network configuration plans to optimize performance

	
	
	Do
	Review existing network hardware and software configurations to assure they are optimum in accordance with vender specifications and internal performance metrics.  Propose updates to the network configuration plan were necessary to maintain optimum network performance.  Insure that new hardware and software components are included in the configuration plan prior to installation.

	
	
	Know
	Know how to review and update network configuration plans in order to optimize and maintain network software and hardware.

	
	
	Exit
	Demonstrate a working knowledge of the network configuration plan and how it is updated.  Discuss proposed updates to the plan and receive approval for them.

	
	NI&D2.7.5
	Competency
	Ability to access existing network devices and software knowledge resources

	
	
	Do
	Identify network hardware and software in use and develop a comprehensive listing of locations and types of information available for the hardware and software.  List should contain both in house and external sources of information and procedures to access the information.

	
	
	Know
	Know how to query existing network devices and software knowledge resources.

	
	
	Exit
	Demonstrate to the coach that the list is comprehensive and can be effectively used to access needed information.

	
	NI&D2.7.6
	Competency
	Ability to test and verify that the network system meets customer specifications

	
	
	Do
	Review customer specifications to determine baseline performance specifications.  Conduct network performance tests and to determine if system meets requirements and established specifications.  If performance is not meeting requirements recommend possible solutions.

	
	
	Know
	Know how to test and verify that the system meets customer specifications.

	
	
	Exit
	Effectively test the system and assess performance against established requirements and customer requirements.  Provide documentation as appropriate.

	CWF8: Implement and monitor network security
	
	
	

	
	NI&D2.8.1
	Competency
	Ability to development and implement network and user security requirements  for access and control

	
	
	Do
	Participate in designing, installing and configuring sub-net, server or application firewall services.

	
	
	Know
	Know how to develop and implement network systems and user security requirements governing access and control of the network system.

	
	
	Exit
	Design, install and properly configure at least one sub-net, server or application firewall.

	
	NI&D2.8.2
	Competency
	Ability to establish and maintain network accounts securely

	
	
	Do
	Establish, update, disestablish and maintain user accounts and access privileges for a major section of the organizations employees.

	
	
	Know
	Understand how to establish and maintain network user’s accounts according to the security policies and practices in use by the organization.

	
	
	Exit
	Demonstrated ability to independently and to properly maintain user accounts and access privileges.

	
	NI&D2.8.3
	Competency
	Knowledge of procedures and methods used in developing and implementing a  network security plan

	
	
	Do
	In one area, participate in collecting customer requirements for security, refining those requirements and in developing a network plan to address those requirements.

	
	
	Know
	Understand how to develop and implement a basic network security plan that is consistent with the needs and requirements of your organization.

	
	
	Exit
	Demonstrate knowledge of the organization's overall security plan to the coach. Present the area security plan developed and obtain customer sign-off for the plan.

	
	NI&D2.8.4
	Competency
	Knowledge of serious security risks and threats to IT networks

	
	
	Do
	Review and develop an understanding for more serious risks and threats to a networked environment.

	
	
	Know
	The serious security risks and threats to IT networks.

	
	
	Exit
	Independent identification of an organization potential threat and an opinion regarding the effect of a compromise.  Present a paper outlining the threat, potential impact and remediation alternatives with a recommendation.

	CWF9: Design, install and expand new facilities (LAN, MAN, WAN)
	
	
	

	
	NI&D2.9.1
	Competency
	Knowledge of LAN end user requirements such as suitability, feasibility security and performance

	
	
	Do
	Review or obtain from users a list of the possible future uses for the network and a list of the limitations of existing equipment and identify future technical capability needs of the current equipment. Document your findings and propose upgrades to the network for meeting the requirements.

	
	
	Know
	Understand how to identify local area networks requirements of end users such as suitability, feasibility, security, connectivity and performance requirements.

	
	
	Exit
	Present proposed upgrades to management and they are generally accepted.

	
	NI&D2.9.2
	Competency
	Ability to work with venders to install and expand network facilities

	
	
	Do
	Use planning documents for the new installation to determine the established communication channels for working with the vendor.  Participate directly with vendors in conducting the installation.

	
	
	Know
	Know how to work with the software and hardware vendors to install and expand the network into new facilities.  

	
	
	Exit
	Effectively works with venders in installing new or upgraded facilities.

	
	NI&D2.9.3
	Competency
	Ability to create a design and integration plan for a part of a LAN

	
	
	Do
	Participate in the requirements analysis, alternative analysis and design for a new network segment. Determine if the costs and time to implement the network are within specification and that the design and integration plans are accurately documented. Working with these documents review required building facilities, estimated costs, cutover plans, integration, cost and time tables and create a design and integration plan for the network segment.

	
	
	Know
	Know how to create and prepare a design and integration plan for the parts of the local area network.

	
	
	Exit
	Plan is accepted by coach or management.

	
	NI&D2.9.4
	Competency
	Knowledge of the tools, equipment and materials needed for installation of network expansions

	
	
	Do
	Review supplier documents and assess technical requirements for test equipment related to new network devices.  Identify and document the test equipment or specialized tools needed for a minor installation with a recommended source of supply.

	
	
	Know
	Know how to identify the tools, equipment and materials needed for installation of network expansions.

	
	
	Exit
	Present findings to the coach and obtain concurrence on completeness of the documentation.

	
	NI&D2.9.5
	Competency
	Knowledge of post-installation testing and reviews of LAN equipment and transmission mediums

	
	
	Do
	Practice conducting post-installation testing on new network segments.

	
	
	Know
	How to conduct post-installation tests and reviews of LAN equipment and transmission mediums.

	
	
	Exit
	Successfully conduct post installation tests and reviews of equipment, media and transmission mediums.

	
	NI&D2.9.6
	Competency
	Ability to design and install new network architectures or configurations

	
	
	Do
	Participate in the design, installation, testing and turnover of a new network segment.

	
	
	Know
	Understand procedures for installing and implementing new network architecture and system configurations.

	
	
	Exit
	As part of a team or Independently successfully install test and turnover a network segment for an office or small building.  

	
	NI&D2.9.7
	Competency
	Ability to install LAN-WAN interfaces and remote connections

	
	
	Do
	Participate in designing and implementing a Virtual Private Network (VPN), Preeminent Virtual Circuit (PVC) or another type of trusted remote connection.  Document the connection requirements and design.

	
	
	Know
	Know how to install LAN-WAN interfaces and remote connections.

	
	
	Exit
	Independently design and implement VPN or PVC type connections to at least three remote sites.
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Appendix 1

Level 3 Qual Cards
Instructions:
These Job Qualification Performance Requirements must be performed under the direction of a Coach.  The purpose of these activities is to verify your ability to correctly perform and verbally explain the required job functions for a Level 1 Network Technician.  The standard to which the task must be accomplished will be that you can perform the job function with some help from your supervisor or coach.  The setting will be in your normal work area.

NOTE:  Actions DO NOT need to be accomplished in any particular order, i.e., 1, 2, 3… and so forth.
	Before You Begin
	Review the Performance Requirements on this Qualification Card. Talk to your Coach(s) about any questions you might have.

	Critical Work Function
	Qual Card Item Number
	Activity
	Performance Criteria

	CWF1: Provide customer service and support
	
	
	

	
	NI&D3.1.1
	Competency
	Ability to use quality policies and procedures in supporting customers

	
	
	Do
	Review the organizations customer service quality policy and develop recommendations for updating the policy if found deficient.  If a customer service quality plan does not exist conduct research on aspects of such a plan and draft a quality plan for review by management.

	
	
	Know
	Understand the organization’s quality policies and procedures for providing customer support.

	
	
	Exit
	Provide draft or updated customer service quality policy document to coach and supervisor.

	
	NI&D3.1.2
	Competency
	Ability to coordinate and provide liaison among diverse group

	
	
	Do
	Lead a cross-organization team effort that addresses a multi-dimensional issue regarding customer service such as in Qual Card NI&D3.1.2.  Coordinate the team’s efforts to develop and recommend actions to improve service or customer support.

	
	
	Know
	Understand the concerns and potential issues in order to coordinate or provide liaison among diverse groups.

	
	
	Exit
	Document and present results of liaison activities including issues addressed, actions taken, results, and further work planned.

	
	NI&D3.1.3
	Competency
	Ability to significantly improve customer service using customer feedback and surveys

	
	
	Do
	Lead a team in the conduct of a formal customer service quality survey for the entire organization.  Participate in the collecting and assessment of results.  Lead the development of recommendations for improving customer service quality.

	
	
	Know
	Understand the use of customer feedback in improving quality of service

	
	
	Exit
	Presentation or report on the survey results and recommendations.  Recommendations for improvements are generally accepted and implemented where approved.

	CWF2: Install and upgrade server and network device hardware
	
	
	

	
	NI&D3.2.1
	Competency
	Ability to develop and implement installation plans for new network facilities

	
	
	Do
	Using a recent or current installation plan, identify methods for tracking time and costs for delivery of a network system.  Develop a detailed plan for the installation and implement it.

	
	
	Know
	Develop and implement an installation plan for construction of new facilities or a planned expansion.

	
	
	Exit
	Successfully execute an installation based upon the developed and approved plan.

	
	NI&D3.2.2
	Competency
	Ability to configure all the organization's network architecture and devices software

	
	
	Do
	Load new or upgraded software for network backbone/core switches and routers. Reconfigure newly upgrade devices and document changes to the core backbone.

	
	
	Know
	Know how to configure all the organizations network architecture and device software.

	
	
	Exit
	Successfully apply software updates and provide updated documentation for core network routers and switches.

	
	NI&D3.2.3
	Competency
	Ability to document the configurations of all network architecture and devices

	
	
	Do
	Configure or update boundary/outer firewall routers or switches.  Update documentation to reflect changes applied.

	
	
	Know
	Know how to document the configurations of network architecture and devices.

	
	
	Exit
	Successfully apply boundary router changes and update supporting documentation.

	
	NI&D3.2.4
	Competency
	Ability to develop a work plan and prepare a site for an installation

	
	
	Do
	Lead a project to update the network in a building or larger office.  Develop the work plan and assure the site is fully prepared for the work.

	
	
	Know
	Know how to develop a work plan and prepare a site for an installation

	
	
	Exit
	Successfully develop an installation work plan and fully prep a site for the installation.

	
	NI&D3.2.5
	Competency
	Ability to install and configure  wireless and telecommunication devices

	
	
	Do
	Participate in installing and configuring wireless and telecommunication devices used by the organization.


	
	
	Know
	Know how to install and configure wireless and telecommunication devices.

	
	
	Exit
	Demonstrated ability to successfully install and configure wireless and telecommunication devices.

	CWF3: Manage, administer, and secure network architecture
	
	
	

	
	NI&D3.3.1
	Competency
	Ability to conduct quality checks on network architecture

	
	
	Do
	Participate in developing top-level performance metrics for network service quality taking into account component level and aggregate level network performance.  Consider key performance attributes such as throughput/throughput capacity, mean time between failures, mean time to repair and operational availability.

	
	
	Know
	Know how to perform quality checks on network architecture

	
	
	Exit
	Top-level metrics are judge effective by coach or supervisor.

	
	NI&D3.3.2
	Competency
	Ability to coordinate, communicate and document significant network changes

	
	
	Do
	Participate in planning, communicating plans, executing the work and documenting the changes for a significant network reconfiguration effort oriented to improving network service quality or in enhancing overall network security.

	
	
	Know
	Understand how to coordinate, communicate and document significant network changes.

	
	
	Exit
	Provide a short paper that describes the issues leading to the reconfiguration decision, rationale for the selected approach and any issues and solutions addressed during execution of the effort.

	
	NI&D3.3.3
	Competency
	Ability to create and present reports on network architecture performance

	
	
	Do
	Collect performance data, update performance metrics and post reports showing network service performance.  Research what other organizations use for performance metrics and assess the applicability of their metrics for the organization.

	
	
	Know
	Know how to create and present reports on network architecture performance

	
	
	Exit
	Successfully collect performance data, update metrics and post reports for network performance. Discussion with team or supervisor on what other organizations use for performance metrics and suggestions for organization use.

	
	NI&D3.3.4
	Competency
	Ability to develop network architecture maintenance and upgrade plans

	
	
	Do
	Participate in the development of a network modernization or maintenance plan.  Present the plan to a management or a network support team. Solicit improvement feedback and update planning documents accordingly.

	
	
	Know
	Know how to develop network architecture maintenance and upgrade plans.

	
	
	Exit
	Successfully develop a network modernization or maintenance plan.

	
	NI&D3.3.5
	Competency
	Ability to develop contingency and disaster recovery plans

	
	
	Do
	Participate in efforts to develop a contingency plan for a significant distributed application system.  Consider a disaster that would require restoration of hardware, operating system, application software, database, and network services at a remote site.  Conduct a test of the plan to assess it's viability and modify as necessary.

	
	
	Know
	Understand how to develop contingency and disaster recovery plans.

	
	
	Exit
	Review the final disaster plan with the coach or management and customer.  Obtain customer endorsement for the plan.

	
	NI&D3.3.6
	Competency
	Ability to administer and secure network architecture for new and emerging threats

	
	
	Do
	Conduct a critical review and assessment of network architecture risk and threat analysis.  Identify threats, risks and potential impacts of a compromise and produce a short paper summarizing the current network security posture and providing recommendations for strengthening the network's security.

	
	
	Know
	Know how to administer and secure network architecture.

	
	
	Exit
	Paper is found informative and useful by coach or management.

	CWF4: Optimize performance of network architecture and network devices
	
	
	

	
	NI&D3.4.1
	Competency
	Ability to survey and identify customer requirements

	
	
	Do
	Participate in multiple structured and scheduled customer site visits.  Participate in collecting customer requirements, requirements analysis, requirements documentation and requirements validation processes.

	
	
	Know
	Understand how to develop and conduct surveys to identify customer requirements for network performance.

	
	
	Exit
	Customers concur with new/refined requirements.

	
	NI&D3.4.2
	Competency
	Ability to review and assess network architecture

	
	
	Do
	Review all network architecture to assess performance and develop proposals to improve performance.

	
	
	Know
	Understand how to review and assess network architecture to optimize performance.

	
	
	Exit
	Present results of network architecture assessment to management and coach and have some proposals for improvements considered acceptable.

	
	NI&D3.4.3
	Competency
	Ability to research technical alternatives and options for improving network performance

	
	
	Do
	Participate in the research, evaluation and assessment of technologies and equipments that could potentially improve network performance.     Assess possible improvements and benefits of the alternate technologies and equipments over existing technologies and develop a business case for their possible adoption.

	
	
	Know
	Know how to research technical alternatives and analyze technical options for improving network performance

	
	
	Exit
	Business case is successfully presented to management or coach.

	
	NI&D3.4.4
	Competency
	Ability to develop and document test specifications for network performance

	
	
	Do
	Identify at least three critical network components.  Identify and document, in detail, what technical, functional and support testing requirements the components require.  Using test equipment or other resources objectively assess how well the components operate.

	
	
	Know
	Understand how to develop and document test specifications for network performance.

	
	
	Exit
	Test document, assessment process and findings are informative and can be used as the basis for investment decision making.

	
	NI&D3.4.5
	Competency
	Ability to test advanced network equipment and devices

	
	
	Do
	Participate in the testing of more advanced network devices.  Review why the testing is conducted, the expected results and what bad test results might look like.

	
	
	Know
	Know how to test advanced network devices such as cable plants, core routers/switches, firewalls and intrusion detection systems.

	
	
	Exit
	Demonstrated ability to successfully conduct tests and interpret results on virtually any network device within the infrastructure.

	CWF5: Maintain safe and secure work environment
	
	
	

	
	NI&D3.5.1
	Competency
	Ability to evaluate and prepare a job site for safe work

	
	
	Do
	Use the organizations safety policies and procedures to evaluate and prepare a major job site for work.  Assure safety procedures are incorporated into all the installation and other work plans.

	
	
	Know
	Know how to evaluate and prepare a job site for safe work.

	
	
	Exit
	Demonstrate to the coach that you successfully evaluated and prepared a major job site for safe work.  Share your findings on any discrepancies found in the site's work plan.


	
	NI&D3.5.2
	Competency
	Ability to safely operate and maintain all network equipment and facilities

	
	
	Do
	Apply the organizations safety policies and procedures in operating and maintaining all network equipment.

	
	
	Know
	How to safely operate and maintain all network equipment and facilities.

	
	
	Exit
	Demonstrate to the coach that you continuously apply effective safety procedures in operation and maintenance of network equipment and facilities.

	
	NI&D3.5.3
	Competency
	Ability to develop and maintain the organization's safety policy and procedures

	
	
	Do
	Interview the organization's safety personnel and learn how safety procedures are developed and maintained.  Select a network related safety procedure, assess its effectiveness and make recommendations for improvements.

	
	
	Know
	Understand how the organizations safety policy and procedures are developed and maintained.

	
	
	Exit
	Provide recommendations to the coach and organizations safety personnel and discuss their adoption.

	CWF6: Perform network infrastructure troubleshooting
	
	
	

	
	NI&D3.6.1
	Competency
	Ability to analyze major network problems and develop solutions

	
	
	Do
	Participate in troubleshooting a complete network failure for a large building, major office or campus network.  Identify and document the troubleshooting approach used and the rationale/discoveries anticipated with each troubleshooting step.

	
	
	Know
	Know how to analyze major network problems and develop appropriate solutions.

	
	
	Exit
	A report that describes the problem, troubleshooting approach, results observed and actions taken to correct the problem.  Also identify other troubleshooting steps that might have reduced the troubleshooting time or provided more insight into the exit nature of the problem at hand.

	
	NI&D3.6.2
	Competency
	Ability to develop, test and install a solution to a problem discovered in network troubleshooting

	
	
	Do
	Develop a solution to resolve a network problem discovered during troubleshooting.  Test the solution and determine acceptability.  If accepted, implement the solution and test in the operational environment.

	
	
	Know
	Understand how to recommend, test and implement a proposed solution to a problem found during network trouble shooting.

	
	
	Exit
	Proposed solution was implemented and tested successfully in operational environment.


	
	NI&D3.6.3
	Competency
	Ability to document and effectively communicate problems, solutions and the implementations process

	
	
	Do
	Participate in process reviews assessing each process step to identify value added by each process step. Identify how process steps might be altered, joined or eliminated to improve efficiency or effectiveness of the overall process.

	
	
	Know
	Know how to document and communicate problems, solutions and the implementation process.

	
	
	Exit
	Document for the process reviewed with recommended changes incorporated, and provide an outline of a proposed process improvement effort.

	
	NI&D3.6.4
	Competency
	Ability to effectively use time and resources in resolving major network problems

	
	
	Do
	Lead a team in resolving a major network failure.  Direct troubleshooting efforts and redirect efforts as discoveries are encountered.  Once the problem is resolved, review the trouble shooting approach with the team and identify opportunities to improve in the future.

	
	
	Know
	Understand how to manage the resolution of major network problems to effectively use time and resources.

	
	
	Exit
	Prepare and deliver a paper or presentation outlining the experiences and improvement opportunities gained during the troubleshooting, repair and event review processes.

	
	NI&D3.6.5
	Competency
	Ability to use  Manufacturer's information and specifications to perform network troubleshooting

	
	
	Do
	Identify all of the network equipment in use via manufacturer and serial number and document this information in an accessible data base.  Source replacement parts for equipments deemed susceptible to failure and obtain the cost, time to deliver, and shipping methods.  Add all this information to the data base.

	
	
	Know
	Understand how to use information provided by the manufacturer and information regarding systems specification to perform network infrastructure troubleshooting.

	
	
	Exit
	Data base is accepted by the coach and used in network troubleshooting.

	CWF7: Optimize and maintain network software and hardware
	
	
	

	
	NI&D3.7.1
	Competency
	Ability to back-up and restore configurations when installing new equipment or upgrades

	
	
	Do
	Identify and obtain copies of documents describing the methods in which the network configuration is backed-up.  Install the new equipment and restore configuration data so that the equipment operates appropriately.

	
	
	Know
	Know how to back-up and restore network configurations when installing new equipment or upgrades.

	
	
	Exit
	Demonstrate ability to back-up and restore network configurations (using telnet, tftp, etc.) when installing and new equipment or conduction system upgrades.

	
	NI&D3.7.2
	Competency
	Ability to use metrics to maintain network hardware and software for optimal performance

	
	
	Do
	Review existing metrics used to verify and monitor network performance.  Evaluate their effectiveness in testing or verifying network performance.  Develop a new metric that can be used to assess and verify an aspect of network performance.  Obtain data using the new metric and analyze its effectiveness.  If effective recommend its adoption.

	
	
	Know
	Know how to use metrics to test, verify, monitor and maintain optimal network hardware and software performance.

	
	
	Exit
	Present the new metric and data associated with it to the coach and management.  Coach deems new metric acceptable and if management accepts it is placed into use.

	
	NI&D3.7.3
	Competency
	Ability to review and upgrade network configuration plans to optimize performance

	
	
	Do
	Participate in a review of current network and infrastructure configuration management approaches.  Identify opportunities for improvements that could reduce rework or customer disruptions.

	
	
	Know
	Understand how to review and update network configuration plans.

	
	
	Exit
	Paper outlining the effectiveness of current configuration management approaches and recommendations for improvements to configuration management of the network and infrastructure.

	
	NI&D3.7.4
	Competency
	Ability to develop and implement a preventive maintenance plan

	
	
	Do
	Review and assess current hardware and software maintenance plans.  Identify the value gain via each maintenance activity and assess whether the maintenance cost is greater than the maintenance value in terms of customer disruptions and real cost to the organization.

	
	
	Know
	How to develop and implement preventive maintenance plans for network software and hardware.

	
	
	Exit
	A recommendation for adding or eliminating maintenance activity based on tradeoffs between economics, support value and customer satisfaction.

	CWF8: Implement and monitor network security
	
	
	


	
	NI&D3.8.1
	Competency
	Ability to develop and implement network security systems and user security requirements

	
	
	Do
	Review organization security policies, research and assess user requirements, and assess solutions to network and infrastructure security issues.  Summarize and organize requirements, threats, risks and security plans to address these issues.

	
	
	Know
	Understand how to develop and implement network system and user security requirements.

	
	
	Exit
	Develop and present a complete draft for a network and infrastructure security plan that addresses a major building, office or campus.

	
	NI&D3.8.2
	Competency
	Ability to use industry developments and user experience to maintain and improve security

	
	
	Do
	Participate in efforts to assess user security concerns, outside common industry security concerns, and in training and instructing users on the need for security and measures the user should take to maintain a secure network and infrastructure environment.

	
	
	Know
	Know how to use industry developments and user experience to maintain and improve security.  How this information can be used to update the network security plan.

	
	
	Exit
	Present and have accepted a user information package that outlines common industry security concerns, organization security concerns and what users and the organization can do to strengthen their security posture.

	
	NI&D3.8.3
	Competency
	Ability to develop and implement developing and implementing a  network security plan

	
	
	Do
	Participate in collecting security requirements and developing a comprehensive network security plan to address those requirements.  Study and update existing security plans to reflect new requirements and emerging risks and threats.

	
	
	Know
	Understand how to develop and implement a network security plan for your organization.

	
	
	Exit
	Present the new or upgrades security plan to management and coach and receive concurrence on it's completeness and ability to effectively secure the network.

	CWF9: Design, install, and expand new facilities (LAN, MAN, WAN)
	
	
	

	
	NI&D3.9.1
	Competency
	Ability to create a design and integration plan for a LAN based on user requirements

	
	
	Do
	Review or obtain from users a list of the uses for the new network and a list of the limitations of existing equipment and identify future functional needs of the current equipment. Working with equipment manufacturers design a system appropriate to identified needs and submit the design for approval within your organization.


	
	
	Know
	Know how to design local area networks to the requirements of end users by identifying, suitability, feasibility, security, connectivity and performance requirements.

	
	
	Exit
	Provide your design to the coach and have it approved.  

	
	NI&D3.9.2
	Competency
	Ability to direct the work of venders in designing, installing or expanding networks

	
	
	Do
	Participate on a team that includes venders in designing a new or upgraded network.  Assist in directing vender work in developing a optimum design for the new/upgraded network.  Assist in directing venders during the installation of the new/upgraded network.

	
	
	Know
	Understand how to direct the work of software and hardware venders in designing, installing and expanding networks.

	
	
	Exit
	Effectively directs venders during design and installation for new/upgraded network.

	
	NI&D3.9.3
	Competency
	Ability to develop a detailed and complete installation work plan

	
	
	Do
	Utilizing the design and integration plan for a new or upgraded network, develop a detailed installation work plan detailing specific activities, times, personnel and coordination requirements.  Identify all tools, equipment and materials needed.

	
	
	Know
	Know how to develop a detailed and complete installation work plan including tools, equipment and materials needed.

	
	
	Exit
	Present plan to the coach.

	
	NI&D3.9.4
	Competency
	Ability to conduct post-installation tests and reviews of LAN equipment and transmission mediums

	
	
	Do
	Conduct post-installation testing and reviews transmission mediums, media and equipments for a new LAN segment or system.

	
	
	Know
	Know how to conduct post-installation tests and reviews of LAN equipment and transmission mediums.

	
	
	Exit
	Independently test a new or significantly upgrade network segment and obtain customer acceptance and turnover.

	
	NI&D3.9.5
	Competency
	Ability to install and test LAN-WAN interfaces

	
	
	Do
	Participate in the installation of two or more LAN-WAN interfaces including installing switches, routers, CSU/DSU equipment, wireless equipment, 110 blocks, etc.

	
	
	Know
	Know how to install and test the local area network interface to the wide area network interface including equipment needed, resources at the point of demarcation, power supplies and electrical grounding etc.

	
	
	Exit
	Successfully install and test LAN-WAN interfaces.
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Optional Qual Card Items Level 1- 3 with suggested Exit Criteria
	Level 1: Work Practices
	
	
	

	
	NI&D1.0.1
	Competency
	Ability to use common office software tools

	
	
	Do
	Learn and practice using common office tools to accomplish job assignments.

	
	
	Know
	Understand basic use of organization's office software tools such as Word, Excel, Power Point etc. and office hardware such as copiers, fax machines etc.

	
	
	Exit
	Produce one or more work products using the organization's common office tools.  Basic proficiency is demonstrated.

	
	NI&D1.0.2
	Competency
	Knowledge of the organization's standard operating procedures and the system for their development and maintenance

	
	
	Do
	Review, discuss and learn organization's standard operational procedures.  Learn the organization's process for development, improvement and control of work processes.   Select, review and update a process used by the organization or develop a new simple process or procedure.

	
	
	Know
	Understand standard operating procedures and practices for the organization and the system used for process and procedure development, improvement and control.

	
	
	Exit
	A written paper, discussion or presentation on 10 or more key processes demonstrates a clear understanding for where to locate process documents and how processes are integrated into the organization.  A less complex process or procedure is developed or modified and approved for implementation.

	
	NI&D1.0.3
	Competency
	Ability to develop and deliver oral presentations

	
	
	Do
	Prepare and present three formal oral presentations to an audience.  ( Note: Presentations required by other Qualification Cards can help to fulfill this requirement)

	
	
	Know
	Know how to prepare and deliver effective oral presentations 

	
	
	Exit
	Three formal oral presentations are prepared and effectively delivered to an appropriate audience.

	
	NI&D1.0.4
	Competency
	Knowledge of basic team building concepts and principles

	
	
	Do
	Review, learn and successfully practice teamwork principles.  Participate as a member of 2 or more teams conducting different efforts.

	
	
	Know
	Understand general team building concepts, the value of teamwork and general principles of high-performance teams.

	
	
	Exit
	Effective participation as member of 2 or more teams. 


	
	NI&D1.0.5
	Competency
	Basic knowledge of IT asset management

	
	
	Do
	Participate in requesting an IT asset from existing inventories, and development of specifications and requisitioning of new IT assets.  Participate in the organization's IT inventory efforts and in preparing and disposing of IT assets.

	
	
	Know
	Concepts and practices for IT asset management including acquisition, inventory, management and disposal.

	
	
	Exit
	Show successfully processed IT asset requests, procurement requests and completed IT asset disposal process documents.

	Level 2:

Work Practices
	
	
	

	
	NI&D2.0.1
	Competency
	Knowledge of performance measurement concepts

	
	
	Do
	Review, discuss and learn how the organization measures operational performance.  Practice developing performance measures for new areas of the organization's operation.

	
	
	Know
	Operations performance measurement concepts and practices.

	
	
	Exit
	Successful development or maintenance of an operational performance metric.

	
	NI&D2.0.2
	Competency
	Knowledge of project outcome analysis and lessons learned

	
	
	Do
	Analyze the outcome of a project as a member of a project team or independently for a simple project. Identify what worked well and why as well as what did not work well and why.  Identify how to capitalize on what worked well and recommend actions to correct what did not.

	
	
	Know
	Know the basics of project outcome analysis and lessons learned.

	
	
	Exit
	The outcomes of a project are formally presented along with supporting analysis and lessons learned.

	
	NI&D2.0.3
	Competency
	Ability to prepare formal technical reports using technical writing techniques

	
	
	Do
	Produce a formal technical report on an IT related subject that is complete, accurate and convincing.   Use standard company formats and workplace office tools. (Note: A formal report required by another Qualification Card can be used to meet this requirement).

	
	
	Know
	Understand the basic principles of technical writing and how to prepare formal technical reports.

	
	
	Exit
	Development and presentation of a formal technical report that is complete, accurate and effective and is produced using standard formats and office tools.

	
	NI&D2.0.4
	Competency
	Knowledge of organization's budgeting and planning processes

	
	
	Do
	Participate in organizational planning and budgeting efforts.  Learn and understand related approval processes and funding flows within the organization.


	
	
	Know
	Understand the processes and concepts of the organization's budgeting and planning practices.

	
	
	Exit
	A review validates an understanding for the organizational planning, budgeting, approval processes and how funding flows within the organization.

	Level 3: Work Practices
	
	
	

	
	NI&D3.0.1
	Competency
	Knowledge of basic project management concepts

	
	
	Do
	Successfully complete a nationally recognized class on basic project management concepts.  Learn how these concepts are applied by the organization.  Participate as an observer in management of a project with a senior tech or engineer.

	
	
	Know
	Understand basic project management concepts and the basic project management practices used by the organization.

	
	
	Exit


	Create high level documentation outlining project scope, stakeholders, milestones and issues.

	
	NI&D3.0.2
	Competency
	Knowledge of the basics of project tracking and reporting

	
	
	Do
	Participate in tracking the conduct of a project as a member of a project team or independently manage a simple project.  Assist in or independently report on project status.

	
	
	Know
	Understand basics of tracking and reporting project status.  

	
	
	Exit
	Project status is accurately tracked and reported.

	
	NI&D3.0.3
	Competency
	Knowledge of the organization's planning process and goals and objectives

	
	
	Do
	Review the organization’s planning process and policy.  Develop and understanding for current goals and objectives of the organization and how they relate to the organization network capabilities.

	
	
	Know
	Know the organization’s business planning process and current organization goals and objectives.

	
	
	Exit
	Compare and contrast current network initiatives and projects to the organization’s goals and objectives.  Present and discuss with coach.

	
	NI&D3.0.4
	Competency
	Ability to conduct a Business Case Analysis

	
	
	Do
	Participate in assessing an "As-Is" environment and then exploring alternatives for a "To-Be" environment that improves effectiveness or efficiency of the "As-Is" environment.  Document the assessment and analysis efforts and present results to management. (This may be conducted as part of Qual Card ND2  4.4)

	
	
	Know
	Understand the concepts and techniques for conducting, documenting and presenting a Business Case Analysis (BCA).

	
	
	Exit
	Assessment, analysis, results and appropriate recommendations are presented and convincing.
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